home &7

il

BAF T 141 N 2 i

tam

Authentication and Authorization in ASP.NET Core Web API - Roland Guijt

2025-04-01 20:02:42  label $L2 )20 AL

Authentication and Authorization
in ASP.NET Core Web API

ba

DownloadDevTools.

Protecting APIs with OAuth2 Access Tokens

Roland Guijt
Freelance Trainer and Consultant | Microsoft MVP

@rolandguijt | roland.guijt@gmail.com

ETTTTTTTT TP

rrennasnnsannns

YTTTTTTIT LTI

=

- -

LR
e

Authentication and Authorization in ASP.NET Core Web API - Roland Guijt is a comprehensive course tailored to
individuals seeking to fortify their API security proficiency. It covers various essential topics, beginning with exploring
authentication and authorization solutions and empowering learners to select the most fitting approach for their APIs. Through
in-depth tutorials, participants gain hands-on experience implementing OAuth2, a robust method for safeguarding APIs with
tokens, ensuring robust protection against unauthorized access. Additionally, the course delves into integrating front-end
applications to streamline OAuth2 token acquisition, further enhancing API security measures.

Participants progress from foundational concepts to advanced techniques, acquiring the skills needed to secure ASP.NET
Core Web APIs proficiently. By the course's conclusion, learners emerge equipped with the knowledge and expertise to
confidently implement authentication and authorization mechanisms, employing the latest standards and techniques. Whether
novices seeking to establish a strong foundation in API security or experienced developers aiming to elevate their ASP.NET
Core Web API skills, provides invaluable insights and practical guidance for enhancing API security effectively. With a focus
on real-world applications and best practices, participants understand API security principles comprehensively, empowering
them to safeguard their APIs against potential threats.

Authentication and Authorization in ASP.NET Core Web API -
Roland Guijt Table of contents:

. Course Overview (Duration: 1 minute)

. API Authentication with Keys and Cookies (Duration: 43 minutes)
. Protecting APIs with OAuth2 Tokens (Duration: 44 minutes)

. Using Front-ends to Obtain OAuth2 Tokens (Duration: 21 minutes)
. Adding Authorization (Duration: 29 minutes)
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